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What is Big Data? i

Simply put, it is data sets that—due to their
size (Volume), the speed they are created
with (Velocity), and the type of information
they contain (Variety)—are pushing the
existing infrastructure to its limits.

Other “V/s” can also be used to discuss Big
Data, such as Variability and Value.

Source: Mario Bojilov, President, Board of ISACA-Brisbane and Domo.com



Connecting Big Data Refinery with Classic Systems
Maximizes the Value from ALL of your Data
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http://hortonworks.com/blog/big-data-refinery-fuels-next-generation-data-architecture/
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Facebook Profiles Predict Job Performance

by Chad Brooks, BusinesshewsDaily Contributor | April 09, 2014 10:52am ET

— If you want to geta good idea of

http Iwww, facebook. com/ how job candidates will perform
’_\

after they're hired, check out
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A researcher says that Facehook profile: A COOWD
nredict job success.
Credit: PromesaArtStudio f Shutterstock

View full size image
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Trust in, and value from, information systems

Information Governance

Figure 5—The Governance Objective: Value Creation

Stakeholder
Needs

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation




Trust in, and value from, information systems

COBIT 5 Enabler

Figure 12—COBIT 5 Enablers
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Fgure 6—COBIT 5 Goals Cascade for the Enterpnise

Information Supported by

Drivers (eovironment, technology evoluton, .. ) for the
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Information Flow

Fgure 8—XKey Information Hows in an Enterprise

11



Trust in, and value from, information systems

COBIT 5 Information Modgel

Figure 15—The COBIT 5 Information Model
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Trust in, and value from, information systems

Figurs 20—Information Goals/Duality Criteria
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cosect and reflable
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The extent fo setich Iformmatios & aot
-- missing and Is of suticient depth and
Ieeadh for the task at hand

.. The extent 1o which nformation &
2Mcienty 1o 0 dxte W the fask 2t hand
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Risk
Figure 5—IT Risk Categories

Business Value

Examples
Fail to Gain |

) * Technology enabler for
IT Benefit/Value new business initiatives

Enablement « Technology enabler for
efficient operations

IT Programme * Project quality

: i * Project relevance
and Project Delivery ijjec, e

IT Operations and « IT service interruptions

» Security problems

Service Delivery Compliance issues

Business Value

ce: ISACA, The Risk IT Framework, 2009, figure 2

14
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Trust in, and value from, information systems
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Trust in, and value from, information systems

Control categorization

Organizational Controls
» Design and structure

« Compliance and control

* Culture (organizational)




Description and business context of the issue

l

Description of typical information items/groups affected,
information quality dimensions that are relevant to the

issue and the information quality goals

|

Description of affected function goals (IT and business
functions) and enterprise goals that are related to the issue

|

COBIT 5 Enablers to Address the Information Governance/Management Issue
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Trustir an fva ie ‘on., ir*.rm ition sys m.

Demand Side of Information

- ) ogrmTRle a )

How Can This Ensbler Help % Address e lssee?

Priagiples, Foldes
and Frameseonss

Providing nies/'padanoe in Captuniag. Impiementing and sevieaning dusiness aser noads. and ensarng effecive and

eficient 2se of IMoNTItion and refaied fechnaiogy, ncludaing:

* The 1se of 2 wel-Orfioed and managed sofdware dewsiopme Be cyde

* Proper guidance reganding demand management, Chanpe and requisements Management, uSe MAnagement, Lser
SLppart and rebionchip management

* The defined Imgiemertation of 2 Dasiness QovaImiance and Masagement Yanework Mal inciudes respoasbéities for 1T,
relationsp maragemest, reguinements TATA0aeN! efr.

* A sefyd seleceace Yamework 10 consud! for more detalied managemen! of demand and wse of IFormation & Busisess
Information Services Library B5LT) DewsecasDisiauncation ang)

A number of goverTRnce and maragement processes (rom COSIT S Enadding Aucesses) are refovant n e conte of lacking
capacty Y0 grasp user noads, 3¢ Gan de used 10 defiae 2 St OF MaNAgEMENE pRCtices capabie of dealing mith s bsee-

* EDNI? Enawe benefits delvery

* 2P001 Masage e [T masagement Yameworh.

* APOO7 Manage Duman fesourtes.

* APODE Masage selatonships.

« APODS Mamage serdce apeements.

* AP01 1 Masage quality.

* BAOZ Vasage requisements deinlion

* BADE Manage changes.

These processes aliow 2n orparisation 1 Gminish the muamaioh detween Be cser and [7 by dantying each pary's
resporsallyy in De ssationsvp.

Yy resporahilty 33 overcome Tis issue les witc
« O0: Accountabie 1o manage he refasonship between IT and e business

Dher relzied uncions can achude
* Head ceveliopmen!

* Head IT operations

* Serdce masager

* Business redationship mama per
* Nomaion manager

* Koy e




| resporstiy in De reationshep.

Ky resporshillty 33 overcome Tis issue les witic

« O0: Accountasie o manage e refasonship hetween IT and e business
* Buoness exonsives

* Boginess poocess Oeness

I

The falowing Setaviowrs are important or e redationshio bedween IT and e Dusiness:
* Operness and interest e 20t Duginess and IT

* Connuoes improeament” 5 promoted a0d eseoted.

* Trassoases! and paricipaiive culture & an impartant focus posat.

A number of Informration NeTs e esseaiyl Yo Improvisg He reflation detween T and the business
* Documented requisesments

* Documented crange requess

* Business expectations

* Sasshaction analys

* Requiremeants Cevelopment temmplae

* Beginess process achieciure Socumentation

* onmason srafegy elaied 10 business srategyd

* impact of business needs e iems of understandadie benes, CoSMs and sk

* Beainess expoctations and agreenents je.g., servce level agreement [SLA)

A numDer of serdees and fooks jasuaily 1o be provided Dy the T fanciion) ae refevant 10 gvercome the TESMIc Detween
IT and e dusiness

oﬂu_uwmmuwm
» Campuier assisied sofeare sagineering (CASE) ok, incuding Unfed Moodliag Language [UNL ™) and older approaches
* Regufremnests managemest tooks
* Systern mockeg oks
* Enterprise architechse madeling tooky

I

Slls and competencies requisements for Improving the relascashp beteess 1T aad e business inschude some afindy

of IT <2 with he bugaess. In 20000, Saniag must be focesces for 2ot IT and e Dosness:

« [T 1 imgoove Heir knowiledge of business processes

* Beginess poocess oenees and relaied staf! members. several user<rieadly solfions exist et eropower the business
user 10 sireCiore the Ivlonmaion required.

| * Training for end sers




Big Data Dimension 1: Variety of Information

Figure Q—dlustrative Set of Enablers for Marketing Stuational Awreness
Enabler How Can This Enabler Help 20 Address De baye?

Frinciples, Pollcies Froviding nies/pusance in caplurniag, iTplementing and reviewing Dusiness user noads incudiag

and Fameworks « Policies speciiying De use of social media by stal! and by the omiorpeise. Dol 25 Input and cupat of iInformation
* Privacy palicy
« Data protection policy
* Nanagng esosledpe BrOghoat Ihe ectensrce
* Policies %or big data govermance

Frocesses A number of govestance 300 MAasaQETeNt processes (Yom COBIT 5. Seatdng Arocesses) are sslevant in he comiext of
e subhoptimal use of 2 lrpe vanety of Information sources, and can be esed 1 define 2 sef of MANAgEMent praciices
capable of dealing with this sue:
OWBII‘MM
* APOO4 Manage inmovation.
* 2PO13 Manage securty,
* BADE Manage ioondedpe.

* NEADY Momiiog evaluale and assess perfonmance 2nd confomance.

Oegartationyl Sinctures | ey sespoachily 10 owertome Tis issue Ses wil:

* Nadkeding departmert, which should icent iy the many sowces of sformation

* (o cesponsibie for managing he B ysiems © 2s9s! D understanding, Capumng and siosng Pe infarmation
« D0

Other redates funciions can Ndeoe:
* Head development
* Head IT aperations

Cultare, Elhics The fallowing beaviours are importast for oplimally usiang 2 laege variety of inloemaSiorc
and Behawiour « A onlical minaset lowards et
= Cumene way of worfking
= [nvesiment requived 10 anafvse fonmation compaeed D e added wite of this effort
* A so-tlame Cdtore & requined ehee MISakes are made regariag Endencies aad Svalions
* A shrong lessons ieamed culee

Informasion A numoer of siormalion fems e essentld for aptmally Lming 2 lege anety of IRlarmaton 12 AR CuSDmer ISRt
* Cusiomey communicaion

| =Estecorise has 3 comoiete sroam of cusomey and market seacsonsiinteractions. ndudng dd 200 mew medka and




|

| * Macketing departmere, which shoukd idently the many sowces of sformation
* Gooup cesponsibie for managing he B systems © 2595t N UNdersaNANG, CRLTNG and SIDSng De infarmation
« 00

Other redates funciions can Ndeoe:
* Heas development
* Head IT aperations

Cultare, Elhics
and Behawiour

The lallowing bedaviours are importast for oplimally usiag 2 laege aniety of indoemaSorc
« A onlical mindset ‘owards et
= CUTETE way of marsnyg
= [neesiment requised 10 anadyse Monmation compaeed D Me adced e of this efiort
* A so-tlame cdltore i requined edes MIGtakes are Made tegaring TnNdencies g Svalions
* A styong lessons leamed cultee

A number of siormmalion ferms e essentldl for aptmally Lsing 2 lege anety of IRlarmaton 10 ADEMS CUSDMmeTr INSIght
« Cusiomey communicalion
= Estecprise has 3 compiete srcam of Qustomey and market seacsonsfinteractions, ndedng old 200 Aew media and
ousiomer serdoe commuaications. For csample, 3uS0 s converiad 1D ) unsiruchured iex! 5 aaalysed with natrad

= Cusiomer seriment & sTucired and guasiified 2000g 2p0ropnaie GMeRsons.
= Deags e Tacked and reported.

* Senimestisiies comalason
= Cometaion between sesfimern? 20d des is undersiood.
= Narketing can uwserfully leverage semiment'siies analyScs 10 geoenfe sew, lestibie Srafegies
* en¥tied subiic selations sues aNd 238U A0WTE 1 react:
= important negaiive Tends are donifed 3ad eacalyied an an urgest hasls 10 CONPAEIie COMIMLINCANONS 25d SodCatee
leadership.
= False negatees and pasiives are aoided.

Services, Infasnucure
and Agchications

A number of serdces and ook unadly 1 be provided by Be IT Lacion) are relevant 1o efectively wderstand, capure
and sore Informasos:

« B sohstors

o Juormated d282 analyss tools

* Farensic seseanch tools

* The proper Nrasireciure 1 Sppor He sonng oF rpe amounts of raw and anafysed imfosmason

o Mfomaned speeth-D=00d YaNIpion

* Semanic arnaiysls toks je g, EM Watson)

* Norestation-based stassical vols fBM 5755, 548)

Feople, Shils and

in 20d%on 10 marketing skdls Tl are requised 10 idealily and undarstand the sowrTes OF INFDIMIATON, 3 sHoag aralyic
1T capabdity & neaded 25 wall. A shong procuct saoededge of the IT aralyica systems (BN, loceesic reseasch, oic ) are
corpiated M 3 business mindset and an openness 33 change.




Trust i, and va.Je .;om, ...«ormation sys.am:

Big Data Dimension 2: Velocity of Information
Fgure &—ustrative Set of Enablers for Frawd Detection

e

How Can This Enadler Help 0 Adgress e aue?

Frinciples, Policies
and Framewons

Froviding nies/pucince in aud prevention and defection indedes:
* Regelatory compliance palicy

« Data protection

« el conyal

* ormation securlly srinaples and polioy

« Buginess coninely and disasier recowery palicy

* Fraud sk policy

A number of govemsance 350 MASAQOMAE processes fYam (0BT S Ssabing Frocesses) are ssievant in e comend of
%220 pevvention 2nd Seteclion 2ad Can de used D define 3 sof of management practioes capable of dealing with this bsue

« EDMOG Ensure 1k optimisation

* APO12 Nanage sk,

« APO13 Manage seounty,

* BANS Manage solulions CentiScaton and dulid.

* BAGE Monage wowdedpe

* BADS Manage assets.

» DSS05 VManage secutly servioes.

* NEAQT Moaliog evaluate and assess perfonmance 2nd Confomance.

¥y sesponsibily 1 oeercome Tis issue Bes Wil
* 0

* Legal represamiaion

* Dhief imlemation secusty officer CIS0)

* INformatios securtly sioerisg commtise

* IMoAMEios securtly managey

* Fisk function

« D0

* Bugacss prooess owney

Oher relates iunctions can indeoe:
* Head development
* Head IT aperations

| The Diowing Detaviours 200 importast or detecing raud eficently,




| » 2P012 Manage sk,

« APO13 Manage secunty.
* BAIDZ Manage solclions dentiScaton and dulid.

* NEAQT Mosiog evaluate and aesess perfONTENGe 2nd CONMOIMance.

ey sesponsbily 10 ceercome Tis ssue bes Wil
* 00

* Legal represamiation

* Dhief imlemation secusty officer CIS0)

* NMoNTIXIos securtly sioerisg commtise

* INMoAMEIos securtly manager

* Fisk function

« D0

* Bugacss prooess owney

Oher redates functions can ndeoe:
* Heas development
* Head IT aperations

Cuture, Ethics
and Behavowr

The illowing betaviours a0t importast for deteciing aud eficently.

* People respect e importance of Inonmation securtly polloes 200 rinciples.
* Cantinuocs improvemest” &5 seomoted 202 ewecuted.
* Posiive Sehaniowr 'DWards raising ESu0s OF NOgItve oUOmes

A numbey of nformation fems e essentlyl for defecing acd gwen e velacly of modlying INonmEnion:
* Transaction dota

* Dhert infoemation

* sights In awd parterms «Eing Camera mages

* Ifonmecion released by reguiaions and local actarkies

* Insights In rends bom speciaitst Interest Qrougs o aralysts

* Ifonmation securily and System configuration docamentation

Services, ietasnucure
and Applications

A number of services and ools umally © be provided by Be IT Laction) are reievan! 1o efMiciently peevent and detect
3

* Raud detection systems

* Dher securtly measures

* ConSaunus SToam Quary processing

Peogle, Sk nd

Techmcal skilis are requined 10 set up the reguined secarly and perionm Be seguined fraud deftection. Analytical sklls are
nquibed 10 percedve kaod Yeads




rust in, and va,Je .wOm, .,.«0rmdtion sys.2m:

Big Data Dimension 3: Volume of Information

Figare 48—llkestrafive Set of Enabilers for (T Predictive Amalytics
Enabler How Can This Enabler Help 10 Address e dsee?

Priaciples, Folldes Providing rules/gudance for eficiently pracessing Repe waimes of Sysiom Monmation indudes
anry Framesons * Policies for big ata governance, inchuding privacy policy F approgriate
* Internal conted ramework, operational contes practces

* Goversance, risk, and compliance 1GR0 famework for montiosing adhereace D hese operaional control practices
* CAM poiicy that reguires he deletion of this data on 2 perfadic tasks 10 malatain Cusiomer privacy Solicy requisements

Usefud reflerence Sameworks 1o consul! ane
* DNEOK
» [SOAEC 11173 Metadata Registry

Processes A number of govemance and manegemest processes (aken Yom CORYT 5. Snatling Frocesses) are reevant n e
confeat of eficiently processing Repe wiumes of Sysiem normaias and can be wsed 9 defiae 2 set of powermRnee and

management practioes capeble of dealing with this Esue:
+ EDMDA Ensuse resource optimisaion.

* 2P002 Manage sTaegy.
* APO03 Manage esterprse archieciore.
* AP0 Masage quality.

* APO1 3 Masape securly.
* BAO3 Manage soions dessication and bulid.

* B4 Manage asatadlity and capachly.

* BAIDSE Manage sosdedoe.

* BA0S Vanage asovs

* BATO Manage configuraion.

» DESO4 Nanage continulty.

« DSS0S Marage securtty services.

* NEADT Moniine evaluaie and 2ssess perormance and convionmance.
Orpenisyional Srucures | Koy responsillly 30 overcome Tis issue lies witlc

* Head IT operations

.m

1 & Llasd sk ibasd



| » B10 Manaoe contio.

» DSSOL Marage continuty.
+ DSS05 Marage securtty services.
* NEAD! Monioe, evaluaie 3n0 295058 perirmiance and Conionmance.

Iwm

¥y responahlty 13 overcome TS issue lies witc
* Head IT operations
o:mm-u

DOfer refaied Lncions can Inciude:
* Head aschiect

* Head development!

* Head IT operations

Callure, Efhics
ard Besadiour

The 18oWinG Sehax s e ITEOran 4 effcienrly (rocessng bge vobames O System intrmuation
* Leaming cohure
* Sense of ownershic

A number of iInformation Rems a0 essendal Yo efioently procesang brge volames oF sysiem Inioema Sonc
* Architoctise principles

» Data cdlassiScation quideiines

* Defined scope of architechure

* Golding principles for emiarpeise archilacuse

* nomatos achleciere model

* Process aschiteciore moded

« Trasglion achiectures

Serdces, nfrasyucise
and Applications

A number of sarvces and fools (asaily 12 be provided By the IT fanction) ase relevant 1o eficiently process lrge volumes of
Sysiem information:

* Mrulyscal oo

» Nechanism for sorage and retriovad of Sata, 9., NoSOL reposiones

« Entorprise rchitechue may De 3 key meaas ' seduce e creaation of dam slios,

Peopie, Skils ano

Sidils requised 10 efficiendy process 2190 wolumes of System Informadon:

* Tochmical eaperise

» Carioshy: 2 desiee 0 Q0 Deoeath he surface and discower and sl a probem 0own N0 2 very clear set of dypotheses
Dat can be lesied

* Sorytefing: the abilty ' cse duta 10 el 2 slory and 1D be adle o communicale & offechively

* Clevermess: the abiilty ' look af a probier in dferent, Conalive wWys

* The fasssaching natuse of 247 data aralytics peojects can have uncomfortabile aspects: data must De brokes out of sics
32 be mineg, and e cogastation muss feam how 'D commenicate and Ierpre! e resulls of analyss.

The skilis of soryiefing and cleverness ae the pateway faciors Dat ulimately Siciate whether Die Seaelils of analyticd
kbours are absorbed by 30 asganisation.
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Trust in, and value from, information systems

Master and Reference Data Management

Figure 51 -flkstrative Set of Emablers for Master and Relerence Cata Mamagement

Principles, Policies
and Fameworis

Froviding nies'guciance for reference and masier data management incudes:
« Estadishing principles for neference and master At managament, soch ax "
- Shared seference and masier Sata befongs 90 e enterprise, Nt 10 3 parioudar appication or degariment
- Refessoce and masier 228 Management S an oNQAING X2 quality IMpovenest progianme; s goals canaot be
achieved by one project Jone.
- Accouniabillly Sor managing reference data values lies with ‘dala Stenands’ who, In Laoger emtenprises, are Infrmeation
Mw:wwmmnmmmmnmnmm
- Golden daia records sepresent the enterprise™s best efMons & determining e mos! accurale, cusest and redevast
dra
- Replicre master data vakues onfy bom the detatase of recond.
 There must be 2 set of data cassification guideines, Iformarion model guidelines, data Imiegely policies, data sacerty
and gowersance and Managemen! practice puideloes.
* Estdihing acoountabily for aaerelaied decsions, 200ss the enferprise andd not anly witn 17

A number of govemance and macagamen! processes (eom COSIT S0 Sxating FArocesses are refevant in the contest of
masier and reference (22 MasagEMeTT and Cas e wsad ' define 2 sef of QovaImance and MENAgeMent sracices tat
are cagable of deafiag Wih Diis s
« EDNEQC Ensure benetis delvery.
* EDNOG Ersare risk optimisason.
« EDMOL Ensure resoute apdmisation.
« APOOY Manage e IT management Yameworn.
* AP00 Manage estempeise achilechure. 2 g, manage the data intagration archilectured
* AP00S Manage partiolio.
* AP0 1 NManage qualiyy.
* AP0 Z Nanage msk.
* BAINZ Manage sequiremesis definflon. (.G, undersnd inlagration neods o reference daa®)
* BANZ Vianage solctions Wen@icaton and dulicd. For examoie:
- ety reference dala sousces and conrbuiors.
- impiermerst exlesence and masier Zata managerment solutons
- Naintis maxch ndes.
- Ectablish gaiden recorcs.
« BAIDS Vanage erjantsarional Change eratiement.




| rrasier and reference daa management and cas e usad ' Sefine 3 % of QOVEMIACE NS MANAZEMEN acices Tat

are cagable of dealiag wih D Esee:
* EDACQ Ensure bonedts delvery.
« EDNOG Ervure risk optimisaion.
* EDMOL Ensure resoute apdmisation.
« APO0Y Manage Te [T management Yamework.
* AP003 Manage estempeise achilechore. o g, manage the data integration archilectured
* APO0S NManage partiolio.
* AP0 1 Manage quality.
* AP0 2 Nanage msk.
* BANZ Manage sequiremests definflon. (2.g., understand inlegration neods %o reference dxa™)
* BANE Vonage solcfions denication and dulid. For exangie:
- [deniy reference dala soausces and conrbuiors.
- Impiermens exfesence and masier Zata managerment solutions.
- Naintis maxch ndes.
- Ectablish gaiden records.
« BADS erjantrional Change eratiement.
« BADE Manage changes.
* BAIDE Vonage iooededpe.
« DSSOE Manage business process contrals.
« MEADT Monitog evaluale and assess perionTance and CONfonTIaNce.

The processes idestfied here are not the exchusive sespoasbily of fe IT Lsclong rather, I 2 business decides o use 2
masier X3 manegenent 3ppeaach, & shodd address e processes (and related praciioes) idenfifad hese 0 Co 0

effciently and effectively.

The liloang IRformation-Ccening organtsatonal sTucures/Toles 2re A2y N SLoparing maskr and reference data
maregement actviies fole: These are not curment COBIT 5 RAD roles )
« Enferprise architechure commitee
* Business data stewards
* Datafintormation asthiecs
* Joplcation architects
« Data prodderns
* Dty istegration archiecss ang developers
* Data consume s, for exampie:
- Roicarion users
- Bl 20d seporting Lsers
- Apgiicarion developers

Culture, Ethics
and BeSaviour

The allowing behaviours e Important for malntasng contyol over master Gt Management:

* Poople foCus==5tehaidors tave difesest data needs.

* Negotiating shils==0at2 archilactu/siowards need 1o be able '0 nepotiaie amongs: difetent stakeholders
oroualy progress.

« Rhiity 0 Bk cutside of sics asd consider enlacyrse persoocive




Fgure 54—tlustrative Set of Enabders for End-user Computing

Principles, Policies
and Ramesorks

Frovides rules/guidance of adaption, use. sharing and disposal of Iniormation i the costes of end=Lser CompUting,

Incheding:

* Detining what & cxpecied Som end users i i21ms apeeapriade wse 3od casndarchip of Mocried assets and privileges

» Comswnicating what e enterprise is going 10 govern and manage neganding end-user COmpedng concems and how It
wfll accomplish his

* Treaiment of isformation o8 &3ge Jevices

» Costnuous educafion of accourtabie endsuser peolessionais

Usefid reference rameworks 90 consult are:

* The irsltute %r End User Computing, inc. | ieoc. org)
* [TIL® { s -a0Ncata . OO

« DOBIT 5 (wencsaca oy CORIT)

* The Help Desk Instiute JHOI®) (raww_ ok comy

A number of govemance 200 masagomant processes (som CORIT S Ssabing Frocesses) are selevant in ™e comied of
end-gser compaing, and can be wsed 10 defing 3 st of Qovemance aad managament praciices cagatie of dealing with
CNCuSer COMPUAng S5ues.

The processes idested hore are not the exciusive respoasEly of e IT uactong rather, F 2 business function deddes 0
(Se ead-Goer computing, & should f leas! participate Ia he lolowiag processes o pot i place s owe poocesSes
« EDNEC Ensure beneSts delivery.

* EDNOG Ensure rick optimisalion.

* EDNOS Ensure resource cplimisation.

* 2P003 Manage emtemrise achieciae.

* APOOE Nanage selationehios.

* AP00S Manage service agreemanis.

* ZPC10 Nanage supplers fwhen endewuser applcations asd infrastruciese Is atsourced).

* JPOT 1 Nanage quality.

* JPC1 1 Nanage seousty.

* BANS Manage solctions Cen$Scaton and budid

* BADE Vanage wmowdedpe.
* BAD9 Vianage asmets.

| = BAND Vianage confiouration.



(Se ead-oer computing, & should 2f leas! participate iIa he lolowiag arocesses o pot i place IS owe poocesSes. L,
« EDNOG Ensure risk optimisaion.
* EDNOS Ensure resource cptimisation.

* AP003 Manage emtemese aohieciae.

The processes idestied hore are not the exdusive responsbély of te IT uactong rather, £ 2 business function dedides 0 /,

+ BANO Vanage cosfiguration.

« DSSOQ Manage senvice sagues! and iscdonis.

« DSS05 Manage secorty services.

» DSS06 Manage business process conyals.

* NEAQY Momitog evabugle and 2saess perionmance and confonmance.
* NEAQ? Montog evabaale and xssess the system of Indemnal costeal.

Endeuser COMpatng apolications shouks 2850 be subject 10 management assessment and 10 temal austs.

Koy responstily i end-aser comoUing
« Buginess prooess owness

Endesser Services Scrpar fancion
* Help desk Ancion
* raining

Other refaies uncioes can Indade:
* Mchiecre

» Secumy

» Budness cominuly management
* Cually assrance

Qusre, Eihcs
ang Beasiour

The ialiloaing DESIVOLIs 208 IMportant for malntaiaing Contyol Over Sac-USes COMpUIIng:

* Gaard againg srauthonsed use of pawieged Nformation by companies and INdMALE.

« Gaard againg msuse of comorate assets.

+ Guard agains secusty breaches.

* Enqure due diligence and accountability In knowledge work and conporale for ecample, seppored by

Sreadsheets (L., esIng and quailty 2ssuance is noft sequined anly Ia Te T development’ process).
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Disintermediation

Fagure 57—illkastrative Set of Enablers for Demntermedtcrtion

How Can This Ensbler Help o Address De lssoe?

Priacpies, Folaes and
Framewores

Provides ndesQuicance of adoption, use, sharog, dspocal of Imonmation i he contead of Slslmiermediation, Induding:

* Seting cxpectation ' what & egeciad Som deparimental users i3 Yrmes of 2ppaapriate wse and cusindianshp of
aocated asces and pradeges

* Commuunicaing whax asd dow e OrpantsIios & QUINg 10 MaNage and Jovers daintermediaiod solslion coacerms

* Tezamen! of indoemation on edge dewices

* Continuous education of acooontable endewser professianals

Use'd reference amesorks 129 conad! ane
«COBITS
«ITL

A number of gosemance and manegement processes (bom COBIT 5 Enadding Frocesses) are ssioant in e contet of
Ginlacmediation and can be wsed 15 define 2 set oF goverTance and management practices o dentermediasion
* EDNO2 Enase benelits delbvery

* AP010 Masage suoplers (when end-user apoiications and inYasingciure & autsouced]
* AP0 3 Manage secunity.

* B3 Manape solufions idessticafion and bulid

* B0 Manage configuradon.

* DSS0C Narage service reguest and rcidents.

» DSS05 Narage securtty serdces.

» DSS06 NMarage business process conyols.

* NEAD Monbor, evaduaie and 2esess pOrrmIance and comionTance.

* NEAGQ Monkor, evaluate and 2ssess the system of istesmal condeal.

Dsimermedated 2p0icatiors should be subjedt 10 management assesoment and 0 Memyd audls.
The processes iSentified here are aot the esthusive sesporsillly of De IT fnction: rathee, I 2 business funciios decides

cssiemediate, it Should ¥ leas! paricipate I e pocesses dendted J2ove of put i place IS oen processes, dased o8
| Sose Bsiad deve.
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Trustir. ar va 1e ‘on., ir*.rm ition sys am:

Disintermediation

Fgwe S7—llustratve Set of Enablers for Disindermediaton (cont )

Enabler How Can This Enabier Hel 10 Address Die bsee?

Orpanisxionl Sruchres | Key responsiillly in disiatesmediation befiongs o
* BuSiness pIOCess Omoers

Endetser senioes suppon fenclions:
* Holp desk fuaction
* Taning

OSer sxlaied Lmcions can Inciude:

* frchitechae

* Secaty

* Beginess conimutty Managament

* Verdor maragement

Caluse, Ethics The following Selawiours e STportare or madniaining conrdl over delstermediafed sollfions
ard Behaniour » Dbjectivity and faimess in decicions on business cases for dsinfermediation

* Baanced vlew on value, coasideriog Denefis Dat also rsk and resoerce ase; take =io accoun! De entye eslenprise, Lo,
the Senefs and he burdes o Be endie eslenprise

* Sease of responshbiity Yr proteciing e enlemprise Fformation asets

» Compersation practices 28med with the abowe desaed behaviours

nonmacses Nonmaion leams ae esseadal i Monagng dontermediaion infialees

« Sl

* Vendor performance peocess and sysemg data'Gehboand

» Secarty and Iagident related data

* Legy and reguiaiory sequisements

Serdoes, Ninstincuee A number of services (Lswally 1 De peowided by e [T function) are ssievant in 3 dsinfermediation cosdest
and fpgicasons * Nobile device management (VDA

* Encrypion

* Service desh wardios and knowiedge management

* Dioud services

People, Sdils and Some shis aad compeiencies reguirements o daintermeediason inchude:

Competencics * Adoquate Sk in echrologies ased by senvice prowiders

* Relationship masagoment! and negotiaion salls

» Basc galty managemen! and sofware developmer s skils

| * ¥aowdedge maragement j2ocementationt 10 reduce overdtepeadence or Sagie NChideals
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